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Section

1 Introduction

Many organizations today require all visitors to be preregistered by an employee. EasyLobby® eAdvance™
makes it easy for authorized employees (or tenants in the case of office or residential buildings) to preregister
a visitor over the internet or intranet from a web browser. The employee or tenant simply logs onto a web
page (running on the eAdvance web server) and completes a simple visitor information form. No knowledge
of how to use EasyLobby SVM is required, and no training of employees is necessary. The information from
the visitor form is automatically entered into the EasyLobby SVM database.

When a preregistered guest arrives for their appointment, the receptionist or guard at the front desk can
quickly scan the visitor's license or consult an on-screen list of preregistered visitors, verify the visitor's
identification (which provides additional security) and with one mouse click check in the visitor and print a
badge.

The set of employees who may log in and use the eAdvance website comes from the internal list of active
employees maintained in the EasyLobby database. This list of employees can be managed via the
EasyLobby SVM or Administrator programs, or imported with the EasyLobby Employee Import utility. Refer
to EasylLobby SVM Installation, Administration and User Guide (PLT-03258) for more details.

eAdvance is licensed on a per web server basis. With a single web server license, any or all employees or
tenants can preregister visitors over the internet or intranet.

EasyLobby eAdvance operates in a direct-to-database mode, where the eAdvance web server is located on
the same network as the EasyLobby database server. Preregistered visitor information is inserted directly into
the EasylLobby database.
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1.1 The eAdvance Web Server application

EasyLobby eAdvance Web Server allows you to register individual visitors, groups of visitors and returning
visitors, edit or delete registrations and manage employees. You can also create visitor reports based on the
host employee or individual visitor. In addition, administrators can manage configuration options and the field
layout of the pages from the web browser.

eAdvance Web Server is coded in Microsoft ASP.Net and requires the Microsoft IIS web server version 7.5 or
higher. The individual fields displayed on the website pages, and the captions of those fields and whether
they are required, are customizable by an administrator from the browser. Simple branding of the web page is
possible by providing your own logo or graphic as a GIF or JPEG file. You can also modify the CSS style sheet
for more advanced customization.

EasylLobby eAdvance provides optional login security to the preregistration web form. In other words, you
can choose to require that employees log in before using the preregistration site, or allow them to go directly
to the form without login. When you require login you get a number of additional features, including
traceability of who performed the preregistration, the ability to edit and delete preregistrations, email
confirmation, and a change password command.

eAdvance Web Server normally runs on a Windows server product such as Windows Server 2008, 2012 or
2016. In smaller installations the eAdvance website can run on an individual workstation running Windows 7,
Windows 8.1 or Windows 10.

A standard installer for eAdvance Web Server is provided on the EasylLobby DVD.

1.2 Authenticating employees in eAdvance

The eAdvance website application offers you four different methods for employee login and authentication.
Using one of the login methods is generally recommended because you have enhanced security and also
traceability of who preregistered the visitor. However, you may also choose the No Login mode and avoid
authentication.

EasyLobby Authentication allows the employee to enter their full name (or alternatively, their employee
number, login name or id number) and password. The eAdvance web application compares these values with
the corresponding fields in the employee records in the database. If an active employee record is found that
matches, and the password matches, the employee is logged in to the website with the eAdvance permission
assigned to them on the employee form in EasyLobby SVM or Administrator. Passwords are also assigned via
this employee form (note that passwords are encrypted in the database using RC4 encryption). Employee
information including password and eAdvance permission level can be imported with the EasyLobby
Employee Import utility. Refer to EasylLobby SVM Installation, Administration and User Guide (PLT-03258) for
more details.

Single Sign-On authentication allows the employee to bypass a login page and automatically sign in based on
their Windows login name at the client browser. The eAdvance application reads the login name from the
request header and matches it with either the Login Name or Employee Number field of the employee record
in the database.

Active Directory authentication allows you to use Windows directory credentials. In this mode eAdvance
presents the login page, and the employee logs in with their standard Windows credentials. These credentials
are then passed to the Active Directory for authentication. If authenticated, the employee’'s name is retrieved
from the directory and compared with the name in the employee record of the EasyLobby database. If this
matches an active employee record, the employee is logged in to eAdvance with the permission level
assigned in their employee record.

Custom Authentication allows you to implement your own authentication method. A login page is presented
and the employee provides a user name and password. These are then passed to an authentication function.
A stub of this function has been provided, so that you can add your own code to complete it. See Section 3.4.1
Security tab.
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1.3 Employee permission levels in eAdvance

There are seven permission levels for employees logging in to the eAdvance web application. These are
detailed in the list below.

= No Login: Cannot log in to eAdvance, but may host a visit when gatekeepers and administrators
register visitors for them.

m  |ndividual: Can log in and register visitors only for themselves.

m  Gatekeeper: Can register visitors for themselves or for any other active employee in their department or
company, depending on the Gatekeeper Filter setting (Admin > Product Config, Security tab).
Employees with this permission can also use the Manage > Employees page.

m  Site Gatekeeper: Can register visitors for themselves and for any other employee in their site.

m  Registration Gatekeeper: Gatekeeper permissions, without the ability to access the Manage >
Employees page.

= Administrator: Can register visitors for any active employee in the database.

= No Guests: Cannot log in to eAdvance website and cannot have visitors registered for them.
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Section

2 Installation

2.1 Before you begin

Before you install the EasyLobby software, check that your system meets the system requirements and install
any hardware to be used.

2.1.1 System requirements for eAdvance
The eAdvance Web Server system should meet the following minimum requirements:
= A Windows server running Windows Server 2008, 2012 or 2016.
m  For smaller installations, Windows 7, Windows 8.1 or Windows 10.
= Microsoft IIS 7.5 or higher web server software.
m  Microsoft NET CLR (Common Language Runtime) v4.x. This is included in .NET Framework version 4.
= 4 GB RAM, 100 MB disk space.

2.1.2 eAdvance install file

The eAdvance Web Server installer is called eAdvance100ServerSetup.exe. The installer requires an
eAdvance license key, which is provided with your EasyLobby DVD if you have licensed the eAdvance
product.
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2.2 Installation prerequisites

You must create a station record for the eAdvance web application. Whenever an eAdvance web page is
requested, it will match the installation license key with this station enrollment, and this will determine the
station identity and settings for the eAdvance station.

1. Start EasyLobby SVM or Administrator.
2. Click Edit > Stations.
3. On the Site drop-down, click the site to which you wish to add/specify stations.

. Stations

Site

10 -- This Site Station Mame | This Station

Siations Station Id |01

Drescription
CD Key |
Mew | | Application [EasyLabby M |
Change Site Wiew | Frint | LCloze |

4. Click New to add a new station. A new station is added to the list on the left.

5. Specify the station name, description, and type the eAdvance license key in the fields on the right.

. Stations
Site
10 - This Site j Station Mame |edvanceS erver
Stations Station Id |04
Drescription
C0 Key (401-14007N-MIF7-1112 )
Hew Delete | Application | j

Change Site Wiew | Frint | LCloze |

6. On the Application drop-down, click eAdvance.

. Stations

Site

10 - This Site j Station Name |atdvanceServel
Stations Station Id |04

Drescription

efdvanceServer

This Station

CO Key [401-1400¢N-MIF7-1112

New | Delete Application {eddvance -)
Change Site Wiew | Frint LCloze
7. Click Close.
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2.3 Install EasyLobby eAdvance

1. Close all other Windows applications before running the setup program.

2. Insert the EasyLobby DVD into the DVD drive on the computer. If you have DVD auto-play enabled, the
installation menu will appear. If it does not appear, start the menu by running Setup.exe from the root
folder of the DVD.

3. Click eAdvance. This runs eAdvancel100ServerSetup.exe from the Installs folder of the DVD.

EasyLobby® Software Installer
ersion 10.5 Press F1 for help

EasyLobby® SVM ® Administrator
Secure Visitor Management Set options and produce reports

eAdvance Web Server SVM Satellite

Web-based pre-registration - Track Internal Visitor Movements

eKiosk Setup Database
Web-based self-registration Install SQL Server

4. Type the license key from your EasyLobby software package and click OK.

© Copyright 1997-2018 EasyLobby, Inc. All rights reserved.

O EasylLobby eAdvance

Welcome to EasylLobby Installation

Locate your CD key number from vour package and
enter it below:

( )
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5. Click Next.

welcome to the Setup program for:
EasyLobby eddvance Server
=

It iz strongly recommended that pou exit all \Windows programs
before running thiz Setup progran.

Click Cancel to quit Setup and close any programs you have
unning. Click Mest to continue with the Setup program .

WARMIMG: This program iz protected by coppright law and
international treaties.

Unauthorized reproduction or distribution of thiz program, or any

portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the maximum extent possible under law.

6. Read the information and click Next.

EasyLobby® eAdvance™ 10.5 2

What's New?

http:/fwww.easylobby.com/downloads/EasyLobbyChangelo
E.htm

Help

HID Global Customer Support site:
wwow.hidglobal.com/support

North America
HID Global Corporation/ASSA ABLOY AB.
€11 Center Ridge Drive
Austin, TK 78753

UsA
Fhone: B66-607-733%
Fax- 949.732-2120 N

< Back [ Mest » ]

7. Read the license terms and click Yes.

HID GLOBAL CORPORATION ~
END USER LICENSE AGREEMENT ("EULA")
(Standard Version v.11112014)

IMPORTANT - READ CAREFULLY: This End User
License Agreement ("EULA") is a legal agreement
between you ("Licensee™), either an individual or an
entity, and HID Global Corporation. ("HID™)
governing the use of the software products and
modules ("Software”) that came with this EULA,
whether provided on a standalone basis or
installed or embedded on hardware products
("Hardware"), and any associated product
dnriimentatinn nr nthar written materials

v

Do you accept all the terms of the preceding license agreement?
If 2o, click es.
If pou select Mo, Setup wil close.

< Back [ Yes ] | Mo
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8. The Choose Destination Location window determines where the eAdvance Web Server files are
installed. You can either:

® |nstall using the default eAdvance Web Server installation folder,
C:\Program Files (x86)\EasyLobby\eAdvance Server 10.0

= |nstall eAdvance directly to the folder C:\Inetpub\wwwroot
= |nstall eAdvance in another folder of your choice.

Note: Do not install eAdvance in one folder and then copy the files to another folder, since the
installation folder is recorded and used to make the first-time connection to eAdvance. If the files
are moved the initial login will fail.

Click Browse to choose an alternative folder, or click Next > to accept the destination folder.

‘0}' Choose Destination Location

Setup will inztall EasyLobby eddvance Server in the following
falder.

Toinztall into a different folder, click Browse, and select
another folder.

*f'ou can chooge not to install Easylobby eddvance Server by
clicking Cancel to exit Setup.

Destination Folder

C:h AE azplobbyheddvance Server 10.0 Browse...

< Back ' Cancel

9. Click Next to begin the eAdvance Web Server installation.

‘0}' Start Installation

Y'ou are now ready to install:
EasyLobby eddvance Server.

[restination Directary:
C:\Program Files [#86)\E azpLobbyheddvance Server 10.0

Backup Directory:

C:\Program Files [#86]AE azyLobbyheddvance Server
10.0MMSTALLEACKUP

Click Mext to begin installation.
Click Back to change Setup information.

Click Cancel to quit the Setup program.

< Back I Mest » ' LCancel
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10. When the Installation Complete window is displayed, click Finish.

‘02“ Installation Complete
EasyLobby eddvance Server has been successfully inztalled.

Press the Finish button to exit this installation.
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Section

3 eAdvance Web Server configuration

3.1 Installation prerequisites
eAdvance Web Server requires:

®m  Microsoft .NET Framework version 4.0. If you are using Windows 7 or Windows Server 2008, you will
need to install Microsoft .NET Framework version 4.x.

= Microsoft Internet Information Services (IIS) web server 7.5 or higher.

3.1.1 Microsoft .NET Framework version 4

eAdvance requires Microsoft CLR version 4, which is included in Microsoft .NET Framework version 4.x. To
confirm that Microsoft .NET Framework version 4.x is installed on your web server system:

1. Click Start, type cmd, and click Command Prompt.
2. Typedir /b /ad /o-n %systemroot¥%\Microsoft_ NET\Framework\v?.*

Check that a version beginning with v4 is listed, for example v4.0.30319. If it is not present, you can
download the latest Microsoft .NET Framework 4.x from www.microsoft.com/download.

If Microsoft .NET Framework version 4.x was already installed on your system before enabling/installing 1S, it
might now be missing. In this case you can either reinstall the Microsoft .NET Framework again, or re-enable it
using the following procedure:

1. Click Start, type cmd, and click Command Prompt.
2. Type cd C:\Windows\Microsoft_NET\Framework\v4.0.30319 (for example) and press enter.

3. Type aspnet_regiis.exe -ir and press enter.
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3.1.2 Microsoft Internet Information Services (lIS)
In Windows 7, Windows 8.1 or Windows 10:
1. Open Control Panel, click Programs and Features, and then click Turn Windows features on or off.

2. Check that the Internet Information Services item is selected. If not, select the check box, click OK, and
wait while Windows installs the feature.

a Windows Features

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

SRCIIE ntermet Information Services
=[]  FTP Server
+ (W] | Web Management Tools
- W] Werld Wide Web Services

Application Development Features
NET Extensibility 3.5
NET Extensibility 4.7
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.7
Cal
ISAP| Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol

RERRRORRRREE

Cancel

3. Expand Internet Information Services, World Wide Web Services, and check that Application
Development Features and Common HTTP Features are both selected.

4. Expand Internet Information Services, World Wide Web Services, Security, and select Windows
Authentication.

In Windows Server 2008:
1. Click Start > Administrative Tools > Server Manager.
2. In the Roles Summary window click Add Roles.

3. Using the Add Roles Wizard, add a Web Server role and include the asp.net box on the Role Services
window.

4. Click Add required role services to complete the additions.

In Windows Server 2012 and higher, ASP.NET 4.x is included as part of the .NET Framework.
1. Open the Server Manager.

2. Click Server Manager > Manage > Add Roles and Features.

3. In Server Roles, select Web Server (11S) > Web Server > Application Development > ASP.NET 4.x and
.NET Extensibility 4.x.

4. Click Install to finish adding .NET Framework 4.x.
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3.1.3 SQL Server configuration
You need to confirm that the SQL server configuration is setup to allow TCP/IP.

1. Open SQL Server Configuration Manager. You will find this on the Windows programs menu under
Microsoft SQL Server.

B= Sql Server Configuration Manager

File  Action View Help
L L AEANENEY
‘@ SQL Server Configuration Manager (Local) Protocel Mame Status

B lel:zer\rer;emceskc . o (32bi W Shared Memory  Enabled
W ﬂ QL Server Network Configuration (32bit) %~ Named Pipes Enabled
&~ Protocols for EASYLOBBY R

; nable

.. SOL Native Client 11.0 Configuration (32bit) -

2. Expand the tree and select the EASYLOBBY item.
3. In the Status column, check that TCP/IP is enabled. If not, right-click TCP/IP and select Enabled.
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3.2 Enable the website with Internet Information Services Manager

The eAdvance website must now be configured using Internet Information Services Manager. The following
procedure will use the simplest options required to enable eAdvance to run. Later, the settings can be easily
customized to configure the web server for your exact requirements.

eAdvance Web Server configuration PLT-03263, Rev. B.3

1. Open Control Panel, click Administrative Tools, and then double-click Internet Information Services

(lIS) Manager.

2. Expand the tree in the left pane and click Default Website.

"!E Internet Information Servi

-

« : % » UKHHLGE24 » Sites » Default Web Site »
File  View Help
Connections

¥

~ -85 |JKHHL684 (AD\nid)

Filter: - Go

0 Default Web Site Home

\:1 Show All | Group by: Mo Grouping < '

¥ Application Pools
Feature Name

(58 NET Authorization Rules
£ NET Compilation
[E].MET Error Pages

& NET Globalization
[2).NET Profile

w (@ Sites
ALy Default Web Site

Description

Configure rules for authorizing users to access websites
Configure properties for compiling managed code
Configure pages to return when errors occur

Configure globalization properties for managed code
Configure options that track user-selected preferences ir

Ll

& .
Actions
rMISSIoNS...
Edit Site
D ings...
ications

tual Directories

Manage Website £

[ NET Trust Levels Configure trust-level policy files and the selected trust le n
Application Settings Configure name and value pairs for managed code to us "D
3| ASP Configure properties for ASP applications
g,’_,Authentication Configure authentication settings for sites and applicatic B Stop
@'Compression Configure settings to compress responses Browse Website
D Configuration Editor Provides a generic Configuration Editor Br {http)
=+ Connection Strings Configure strings that websites and applications can use e SR
| @ Default Document Configure default files to return when clients do not spe: — =
[l Directory Browsing Configure information to display in a directory listing v Configure
< > Limit:
- 2 : lj@l Help
[ Festures view] & Content View
Ready Gj
3. In the right pane, click Basic Settings.
Edit Site
|Default Web Site | [pefauttappPool | Select...
Physical path:
|C:\inetpub\wwwroot | El
Pass-through authentication
LConnect as... Test Settings...
OK Cancel
18
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4. Click ..., select the eAdvance Server 10.0 installation folder, and click OK twice.

Browse For Folder

Select a directory for the application.

Dell [
Dell Digital Delivery
v EasylLobby
(V eAdvance Server 10.0 )
bin
Data
Images
INSTALLBACKUP
JavaScript
EasylLobby SVM 10.0
Google

Intel Corporation
£ >

Make Mew Folder Cancel

5. In the center pane, double-click Default Document.

Configure strings th

-+ Connection Strings

: ault Document Configure default
2 Directory Browsing Configure informat

6. Click Add and type default.aspx (if it is not already in the list).

7. Click Move Up several times (accepting the notification) to ensure that default.aspx is at the top of the
list. The other items in the list may be removed if you wish.

“ Default Document

Use this feature to specify the default file(s) to return when :
in order of priority.

MName Entry Type
(default.aspx Local )
Default.htm Local
Default.asp Local
index.htm Local
index.html Local
iisstart.htm Local
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8. If you are using lIS 7.0 or higher on a 64-bit operating system, you will need to enable 32-bit application
pooling on the web server. Click Application Pools in the left pane.

rnet Information Manager
e D v UKHHLG » Application Pools SRR
File  View Help
Connections - . .
qg' Application Pools N
r) 2 Application Pool...
. . . - N Set Application Pocl Defaults...
This page lets you view and manage the list of application pools on the server. Application pools i iy
are associated with worker processes, contain one or more applications, and provide isclation Application Pool Tasks
3| among different applications.
Y Default Web Site i )
. bin Filter: = " Go - g Show All | Group by: No Grouping - B Stop
| Data Mame Status  .NETCLRV.. Managed Pipel... Identity Applica || = Recycle..
% Images £} NETv2.0 Started  v2.0 Integrated ApplicationPeoolld... 0 Edit Application Pool
. lNSTAL!‘BACKUF [E} NETv2.0 Classic  Started  v2.0 Classic ApplicationPoolld.. 0 D Basic Settings...
5 JavaScript L2} NET v4.5 Started w40 Integrated ApplicationPoolld... 0 ing...
Q.NEI'M.S Classic ~ Started wd.0 Classic ApplicationPoolld.. 0 vanced Settings...
:‘?Classic.NEI'Ap... Started v2.0 Classic ApplicationPoolld.. 0 Rename
L= DefaultAppPool  Started ) vd0 Integrated ApplicationPoolld... 1 % R
lemove
L=f ehdvance Started w40 Integrated ApplicationPoolld.. 0
£ >
< > Content View
Ready €

9. In the middle pane, right-click on DefaultAppPool and click Advanced Settings.

Advanced Settings

v (General) o)
MET CLR Version a0
. Enable 32-Bit Applications [L[{'l3 v)
Managed Pipeline Mode  Integrated
MName DefaultAppPool
Cueue Length 1000
Start Mode OnDemand
v CPU
Limit (percent) 0
Limit Action MNoAction
Limit Interval (minutes) 5
Processor Affinity Enabled  False v

Enable 32-Bit Applications
[enable32BitAppOnWin64] If set to true for an application pool on
a 64-bit operating system, the worker process(es) serving the app...

0K Cancel

m  Check that Enable 32-Bit Applications is set to True.

20 May 2019



PLT-03263, Rev. B.3 eAdvance Web Server configuration

3.2.1 Grant file system write permissions

You must grant ‘Full Control’ permission for the root folder and the Data folder of the website.

1. Open Windows Explorer and browse to the website’s eAdvance Server 10.0 folder (the same folder
you selected in step 4. above). Right-click the folder and click Properties.

B eAdvance Server 10.0 Properties

General Sharing Securty Previous Versions Customize

efdvance Server 10.0

Type: File folder {.0)
Location: C:\Program Files (x86)\EasyLobby

2. Click the Security tab, then click Edit.

B eAdvance Server 10.0 Properties

General Sharng Securty Previous Versions Customize
Object name:  C:\Program Files (x86)\EasyLobby‘eAdvance Serv

Group or user names:

(-5 ALL APPLICATION PACKAGES
[[E ALL RESTRICTED APPLICATION PACKAGES

S8 CREATOR OWNER
GR cveTem v
>
To change pemissions, click Edit. (‘M

3. Select the IS_IUSRS group, and select Allow for the Full Control permission.

. Permissions for eAdvance Server 10.0

Security
Object name:  C:\Program Files (x86)\EasyLobby‘eAdvance Serv

Group or user names:

S8 CREATOR OWNER

SR SYSTEM

SR Administrators (UKHHLE84\Administrators)
2 Users (UKHHLEE4 Users

€L H15_IUSRS (UKHHLES4WIS_IUSRS)
8% TrustedInstaller
Add... Bemove
Pemissions for [I1S_IUSRS Allow Deny
—
Full control ] )~
Modify L
Read & execute O
List folder contents O
Read O W

Cancel Soply

4. Select the IUSR group and select Allow for the Full control option. If there is no IUSR group:
a. Click Add.

b. Click Locations, select the computer’s name at the top of the list, and click OK.
c. Click Advanced, and then click Find Now.

d. Click the IUSR group and click OK twice. Select Allow for the Full control option, and click OK twice.
5. Open IIS Manager. In the left pane, click Default Web Site. In the right pane, click Restart.
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3.3 Start the eAdvance website

You can open the eAdvance website in most modern browsers, such as Microsoft Edge, Google Chrome or
Mozilla Firefox.

3.3.1 Start the eAdvance website

The first time you start the eAdvance website, it will connect to a local sample database file called
Sample100.evm in the Data subfolder.

1. Launch an internet browser.

2. In the address bar, type http://localhost.

G Google

& c |0 1::|:-:."_-'I0calhosd

Note: If you configured the website to use an alternative port (lIS: Application Settings > Bindings),
append the port number to the address, for example http://localhost:90.

The sample database is set up with a small amount of sample data and a simple login procedure using
EasylLobby authentication.

m  The default SQL database contains one Administrator, named Sample Employee.

m  The default Access database contains three employee records. Each employee has different
eAdvance permission, which demonstrates the different capabilities of each permission level:

Employee Name Permission Level Comment

Sally Aston Administrator Access to all commands

Adrianne Nardi Gatekeeper Register visitors for anyone in same company
Tom Bennett Individual Register visitors only for himself

3. In the Full Name box, type Sample Employee (or Sally Aston for Access databases).
There is no password. Click Submit.

Note: For greater security, it is highly recommended that you update any default passwords, and
default usernames if desired, as part of the initial setup and configuration of EasyLobby.

Please log in

Full Name: |S=mple Employze

e E—

Remember my name

4. Click Admin > Product Config.

D anage Repo Al

Product Config
Field Config
Resource Strings
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5. Click the Data tab. Enter the correct credentials for your SQL or Oracle EasylLobby database.

Data Transfer Method: | Direct Database Connection v
Direct Database Connection Mode
Database Type: |Microsoft SQL Server v
Database Server |UKHHLG6E84\EASYLOBBY
Database Catalog: |Easylobbyl0
Oracle Net Name
Access File (.ewvm) |C:'\Program Files (x86)"\EasyLobby\eAd
Authentication Type: | DE Authentication v
Login Name: |easyuserll

Password |sesssssess

Data transfer method: Select Direct Database Connection. The Send Email option is a legacy feature
and should not be selected.

Database type: Select Microsoft SQL Server if you have used the free Microsoft SQL Server Express
supplied with EasyLobby, or used another existing SQL installation. Select Oracle if you have installed
an Oracle database. Refer to the installation section in EasylLobby SVM Installation, Administration and
User Guide (PLT-03258).

Database Server: Type the path of the database server. This is typically the host computer name
followed by \ and the SQL Server instance name, e.g. MACHINE\EASYLOBBY.

Database Catalog: This is the system data source name which you chose when setting up the ODBC
data source, for example EasyLobby10. Refer to the installation section in EasylLobby SVM Installation,
Administration and User Guide (PLT-03258).

Oracle Net Name: (Oracle only) To use Oracle you must install onto the web server the Oracle client
(9.0.2 or higher) including the Oracle Provider for OLEDB. Then you must create an Oracle Net Service
Name (TNS Name) to reference the database. Type the Oracle Net Service Name in this field.

Authentication Type: Select DB Authentication to use the standard login credentials (Login name:
easyuserlO, password: doorfOmaN+).

Note: For greater security, it is highly recommended that you update any default passwords, and
default usernames if desired, as part of the initial setup and configuration of EasyLobby

For the other settings on the Data tab, see Section 3.4.5 Data tab.
6. Click Save Changes.
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3.3.2 Set up employee access rights for eAdvance

An employee can be given one of seven levels of access to the eAdvance website, ranging from Administrator
with full access, to No Guests which prevents all access. The access level setting is made in EasyLobby SVM or

Administrator.

1.

2. Open the employee grid view.

3. Double-click an employee who needs eAdvance administrator rights.

24

E Employee Grid [Active Employees (Sorted By Last Name ASC)]

Green John CEO john.greeni@acompany. com
. Fayer Eil CFO bill payer@acompany. com
. wihitten Jane IT Administrator jane. white(®@acompany. com

E Employee Grid [Active Employees (Sorted By Last Name ASC)]

Open EasyLobby SVM or Administrator and login as an administrator.

Green John CEO john.greeni@acompany. com
. Fayer Eil CFO bill payer@acompany. com
. wihitten Jane IT Administrator jane. white(®@acompany. com

In the employee form view, click the eAdvance tab.

R Emploee EE
- |Jane Whitten
‘ ’ \ I Inactive
First Name: |Jane Last Mame [\whitten
Title [IT Administratar Mumber [E1001024
Email |iane.white@acompany.com Prox Card |
Site. [ All Sites Id Number |
10 - This Site
11 -- Headquarters
99 - Areadd
Category | L] FPhone | Ext |
Campany |Parent company j Cell Phane | Flaor |
Department| j Building | Office |
Eontactlnfo] Photos] Associates Vehicle] Entry] Notes]
Security |Individual j Approval Required |N0ne j
Paszword | Approver Level <[] Department ~
[ Mever Expires <[] Campany
[~ Locked Out <[] Category
<[] Clearance
] alue-Based
Ose . v
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5. On the Security drop-down, select Administrator.

Eontactlnfo] Photos] Agsociates eAdvanCe] Vehicle] Entry] Notes]

Security | Irdividual j Approval Required | Mane j

Paszword |Gatekesper Approver Level
Individual

-[[] Department ~
-[[] Campany

-[[] Categary

-[[] Clearance

[ ¥alue-Based

-[] 5ite v

it 7 atekesper
Fiegistration G atekeeper
Mo Guests

6. In the Password box, type a password.

Eontactlnfo] Photos] Agsociates eAdvanCe] Vehicle] Entry] Notes]

Security | &dmiristrator - Approval Required |N0ne j
pazsioidl( - 1 spprover Level | .. [[] Department -
I Mever Expires -] Compary
[~ Locked Out -[[] Categary

-[[] Clearance
[ ¥alue-Based
Qste v

7. Click Save. The employee details are immediately saved in the database.
Note: As a best practice, employees should change their password to a confidential password as part
of their initial use of eAdvance.
3.3.3 Test the administrator login
1. Start eAdvance. If a user was already logged in, click Logoff in the top right corner.

2. In the Full Name box, type the name and password for the administrator configured in Section 3.3.2 Set
up employee access rights for eAdvance, and click Submit.

Please log in

Full Name: Jzane whitten
Password: :........

Remember my name

3. You should now be logged in as an administrator, and connected to your own EasyLobby SVM
database. Repeat Section 3.3.2 Set up employee access rights for eAdvance to configure each
employee’s eAdvance account login, setting an appropriate permission level. See Section 1.3 Employee
permission levels in eAdvance.

May 2019 25



eAdvance Web Server configuration PLT-03263, Rev. B.3

3.4 Admin > Product Config

The eAdvance website configuration is controlled by settings on the Admin > Product Config tab within
eAdvance. You will have access to this command only when you log in to the website with an employee
account that has administrator permission, or if you are using the no-login mode.

3.4.1 Security tab

The Security tab is used to set the type of authentication you will use to access the eAdvance website.

Visitor Manage Reports Admin

Product Config

Security Prereg

Authentication Methed and ¢
Authentication Method: | Ea:
Authentication Match: | Ful

Gatekeeper Filter: | o

= Authentication Method and Gatekeeper Settings
Authentication Method sets the type of login authentication to be used.

No Authentication means no login is required to access the site. This setting is not recommended,
but may be appropriate for some users.

EasyLobby Authentication allows you to log in with the employee name or number as determined
by the Authentication Match setting. Use the password assigned in the EasyLobby employee record.

Single Sign-on allows you to log in based on the Windows login name at the client browser. The
login name must be set in the employee record in the EasyLobby database.

1. Open EasyLobby SVM or Administrator and open the employee form view.

2. Type the name in the Login Name field (on the Contact Info tab) or use the Employee Number
field, as determined by the requirements of the Authentication Match setting, which must be
either Number or Login Name.

3. You also need to disable anonymous access for your eAdvance website in the IS manager’s
Authentication settings. With Anonymous Authentication selected, click Disable. Select
Windows Authentication and click Enable.

4. In Windows Explorer, ensure that the website folder security is set so that all users that will use
the eAdvance website have read and execute permission on the website files.

Active Directory allows you to log in with standard active directory credentials. Login name and
password are authenticated by a real-time call to the Active Directory. If authenticated, the employee
name is retrieved and matched against the name in the employee record in the EasylLobby database.
See also Section 3.7 Run eAdvance with Active Directory authentication.

Custom Authentication allows you to implement your own authentication method. When this option
is selected, the application will call the authentication function

AuthenticateUser_CustomAuthentication() located in the website file Utils\AuthenticateUservb.
This function is called with the arguments strLogin and strPassword from the login page. You must
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add your own code to this stub authentication function and pass back a value in the strLogin
argument, which eAdvance will use to match an employee record. The Authentication Match setting
sets the field used for the match.

Authentication Match determines which employee field is matched for authentication.

Full Name matches the employee full name, which is the combination of the First Name and Last
Name fields from the employee record within the main SVM application. The employee should type
their full name, first then last, separated by a space.

Number matches the employee Number field from the employee record within the main SVM
application.

Login Name matches the employee Login Name field from the employee record within the main
SVM application.

Id Number matches the employee Id Number field from the employee record within the main SVM
application.

Gatekeeper Filter is for employees with gatekeeper permission. It determines the set of employees that
will appear in employee lists.

None requires no gatekeeper matching. Employees with gatekeeper permission can register visitors
for any active employee in the EasyLobby database.

Department matches those employees in the same department.

Company matches those employees in the same company.

Department and Company matches those employees in the same company and department.
m  Backup Authentication Method for Single Sign-on Only

This section is used to set the backup authentication method and match field when using Single
Sign-on as the primary authentication method. If the Single Sign-on login fails (that is, no employee
record match is found for the user account that is operating the browser), this backup method and
match field will be used instead. The default backup method is set to the value EasyLobby
Authentication.

= Single Sign-on Options
These options apply to single sign-on authentication.
Request Header Field: In single sign-on mode, the authenticated user name is passed in a variable in
the request header. This field specifies the variable name that eAdvance should read from the request

header. Default for Windows authentication is AUTH_USER. SiteMinder uses the variable
HTTP_OBLIX_UID while Tivoli Access Manager may use HTTP_IV_USER or IV-USER.

Logout URL specifies a different URL to display after you log off. Clicking Logoff in the top right corner
of eAdvance causes eAdvance to perform internal log out procedures, then redirect to the URL
specified in this field. Leave this field blank for the standard log out behavior. The text of the Logoff link
can be changed in Admin > Resource Strings, Navigation Menu section, LOGOFF string.
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3.4.2 Prereg tab

The Prereg tab is used for various general settings that govern the individual and group registration forms in
eAdvance.

Group Page Default sets the group registration page as the default page to be shown after login.

# Visitors In Group determines the maximum number of visitors that can be registered on the group
registration page.

Host Can View allows the host (the employee being visited) to modify registrations made for them by a
gatekeeper on the View Registrations page.

Enable Multiple Visits allows you to register the visitor for multiple distinct visits in one form submission.
When adding multiple visits in a single registration, select the date and time of the first visit, then select
the + symbol after the departure time to add additional dates.

Hide Watch List Info prevents the watch list match information being displayed on the visitor form.
Instead, the watch list message (see below) will be displayed below the form. This can be used if you do
not want the employee to know that the person they're registering is on the watch list, which could be a
security concern.

Visitor Page Height sets whether the visitor registration form page should auto size or be set to a fixed
height.

Create Custom Id causes the new visitor registration record to have a Custom Id generated. If this option is
cleared, a new custom ID will be generated at check-in time, provided the Automatically generate option
is enabled in SVM (Edit > Program Options > Defaults tab > Custom Id tab).

Site Id sets the default site for new visitor registration records if you do not specify a site when
preregistering a visitor.

Max Visit (in days) sets the maximum length of a visit that may be submitted in eAdvance.

Enable Watch List enables watch list matching when the visitor registration form is submitted. Watch list
entries are entered and managed in EasyLobby SVM or Administrator, using the Edit > Alerts menu
command. When the visitor being registered matches a watch list entry, the page will display the match for
notification purposes. The user may then continue the registration if desired.

Watch List Message: When Hide Watch List Info is selected, this message is displayed below the form in
red letters. Leave blank if you wish no message to be displayed.

Group Page Height sets whether the group registration form page should auto size or be set to a fixed
height.
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3.4.3 Email tab

eAdvance Web Server can send email notifications upon visitor registration. These notifications can go to the
employee being visited, the gatekeeper responsible for the registration (if different) and the visitor (if the
visitor's email address is entered). You can set up the email notification options on this tab.

Use this section to enable confirmation email...
Send From Email Address sets the email address from which notifications will be sent.

Send Email To Visitor sends a notification to the visitor being registered. The visitor’'s email address
must be entered in the Visitor Information pane of the registration form. If you need to include a GDPR
statement, refer to EasylLobby SVM Best Practices for GDPR Compliance (PLT-03857) for details..

Visitor Confirmation File sets the name of the file that contains the body text for the visitor notification
email. You can edit this file to change the content of the email message. The file must be placed in the
Data folder, as defined by the Data Folder setting on the Data tab; see Section 3.4.5 Data tab.

Visitor Confirmation Subject sets the subject heading for the visitor notification email.

Visitor Delete Visit File sets the name of the file that contains the body text for the visitor notification
email sent when a visitor registration is deleted or canceled by an employee. You can edit this file to
change the content of the email message. The file must be placed in the Data folder, as defined by the
Data Folder setting on the Data tab; see Section 3.4.5 Data tab.

Visitor Delete Visit Subject sets the subject heading for the visitor delete notification email.

Note: There is also a file in the Data folder called EmployeeRegistrationDeleted.txt. This is used to
send a confirmation email to the employee when the registration is deleted. The name of the
file and the subject of this email cannot be modified through the eAdvance webpages.

Send Email To Gatekeeper sends an email notification to the gatekeeper if different from the employee
being visited.

Send Email To Employee sends an email notification to the employee being visited.

Employee Confirmation File sets the name of the file that contains the body text for the employee
notification email. You can edit this file to change the content of the email message. The file must be
placed in the Data folder, as defined by the Data Folder setting on the Data tab; see Section 3.4.5 Data
tab. Also used for gatekeeper emails.

Employee Confirmation Subject sets the subject heading for the employee notification email. Also
used for gatekeeper emails.

Group Confirmation File sets the name of the file that contains the body text for the employee
notification email sent when a group registration is submitted. You can edit this file to change the
content of the email message. This file must be placed in the Data folder, as defined by the Data Folder
setting on the Data tab; see Section 3.4.5 Data tab.

Group Confirmation Subject sets the subject heading for the group confirmation email.

Use this section to set the attributes for your SMTP server...

SMTP Server is the name or IP address of the SMTP server through which email will be sent.
SMTP Port is the port number for the SMTP server. The standard SMTP port is 25.

Server Requires Authentication: Select this option if the server requires authentication. Provide the
credentials in the Account Name and Password fields.

Account Name is the account name for the SMTP server account.
Password is the password for the SMTP server account.

SMTP Server Requires SSL: Select this option if the SMTP server connection requires SSL (Secure
Sockets Layer).
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3.4.3.1 Variable substitution in email notification messages

EasylLobby eAdvance confirmation emails allow variable substitution in the subject heading and body to
customize the message. eAdvance will substitute information from the current visitor being registered before
it sends the email. Place the variable name exactly as shown in the list below anywhere in your email subject

or body text.

%BARCODE%
%CATEGORY%
%COMPANY%
%CUSTOMID%
%EMAIL%
%EMPLOYEE%
%FAX%

%F IRSTNAME%
%GROUPNAME%
%LASTNAME%
%QRCODE%
%REASON%
%SHOWNNAME%
%SITE%
%TITLE%
%VAL I DFROM%
%VAL1DTO%
%WORKPHONE%

30

Includes barcode of the registration id for the visitor for scanning on arrival.
Visitor category.

Visitor's company.

Unique numeric registration id for the visitor.

Visitor’'s email address.

Employee being visited.

Visitor's fax number.

Visitor’s first name.

Special for the group confirmation, display list of visitors in group.

Visitor’s last name.

Includes QRcode of the registration id for the visitor for scanning on arrival.
Reason for visit.

Visitor’s full name.

Name of site where visit will occur.

Visitor’s title.

Arrival date and time.

Departure date and time.

Visitor's phone number.
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3.4.4 Approval tab

If an employee requires approval to make a visitor registration, the registration must be sent to another
employee designated as an approver. When the visitor form is submitted, the visitor record in the EasyLobby
database is marked with the status Pending, which means the visitor cannot be checked in. The approver is
notified periodically by email (at intervals set by Email Delay) that they have an approval pending. The
approver must log in to the eAdvance website and specifically approve or deny the pending visitor
registration. Those that are approved may then be checked in via EasyLobby SVM. Those that are rejected are
permanently marked with the status Denied, which appears in the visitor grid view as a black circle icon.

Enable Approval: The EasyLobby SVM Approval Required setting for individual employees and for individual
categories, clearances and sites will determine whether the submitted visitor registration will go into the
pending state and require approval by an approver. This must also be enabled when using value-based
approvals. Refer to EasyLobby SVM Installation, Administration and User Guide (PLT-03258).

Enable Watch List Approval: The Enable Approval check box must be selected for this feature to be set. If
enabled, records that match the watch list will be submitted for approval by a designated approver.

Send Email To Approver enables email notification to approvers. To send email you must install the
eAdvance Approval Notification Service. See Section 3.8.6 Install the eAdvance approval notification service.

Email Delay (in minutes) sets the interval at which the email notification service will check for visitors
needing approval and then send email to the approver, if needed.

Approval Email To Employee causes an email to be sent to the host employee to inform them that their
registration was approved.

Employee Approval Body File sets the name of the file that contains the body text for the registration
approved notification email. This file must be placed in the Data folder, as defined by the Data Folder setting
on the Data tab; see Section 3.4.5 Data tab.

Employee Approval Subject sets the subject heading for the registration approved email.

Consecutive Days Approval: Visitors whose visit dates exceed the maximum visit length (set on the Prereg
tab) are placed into the approval queue rather than having the registration rejected.

Watch List Reverse Lkp reverses the first and last name when performing a watch list lookup.

Watch List Admin Email Body sets the name of the file that contains the body text for the watch list
notification email. This file must be placed in the Data folder, as defined by the Data Folder setting on the
Data tab; see Section 3.4.5 Data tab.

Approver Email Body Filename sets the name of the file that contains the body text for the approvals
pending notification email. This file must be placed in the Data folder, as defined by the Data Folder setting
on the Data tab; see Section 3.4.5 Data tab.

Approver Email Subject sets the subject heading for the approvals pending notification email.

Denial Email To Employee causes an email to be sent to the host employee to inform them that their
registration was rejected by the approver.

Employee Denial Body File sets the name of the file that contains the body text for the registration denied
notification email. This file must be placed in the Data folder, as defined by the Data Folder setting on the
Data tab; see Section 3.4.5 Data tab.

Employee Denial Subject sets the subject heading to be used for the registration denied email.

Non-consecutive Days Approval: Visitors whose total number of visit days for all visits in the previous year
(including current visit) exceeds the value set on the Misc tab are placed into the approval queue rather than
having the registration rejected.
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3.4.5 Data tab
Settings on this tab determine the connection to the EasylLobby database.
Data Transfer Method: Always select Direct Database Connection. Send Email mode is not supported.
= Direct Database Connection Mode
Database Type: Select Microsoft SQL Server or Oracle.

Database Server (Microsoft SQL Server): Name of database server machine. If using a named
instance, include a backslash and the name of the instance, e.g. MACHINE\EASYLOBBY.

Database Catalog (Microsoft SQL Server): Name of the database, or catalog, within the specified
SQL Server instance, e.g. EasyLobby10.

Oracle Net Name (Oracle): To use Oracle you must install onto the web server the Oracle client (9.0.2
or higher) including the Oracle Provider for OLEDB. You must then create an Oracle Net Service
Name (TNS Name) to reference the database. Type the Oracle Net Service Name in this field.

Authentication Type: Select either DB Authentication or Windows Authentication. If you wish to use
standard credentials (easyuser10 account) select DB Authentication.

Login Name (DB authentication): Type the account login name; for standard credentials this is
easyuserlO.

Password (DB authentication): Type the account password; for standard credentials this is
doorlOmaN+.

Note: For greater security, it is highly recommended that you update any default passwords, and
default usernames if desired, as part of the initial setup and configuration of EasyLobby SVM.

= Disconnected Email Transport Mode

This mode is a legacy feature, so the settings have no purpose.

3.4.6 GUI tab

This tab contains settings that control the eAdvance Graphical User Interface (GUI), including the available
menu commands.

n GUI Features

View Registrations enables the View Registrations command on the Visitor menu. This allows an
employee to view a list of upcoming visitors that they have scheduled.

Change Password enables the Change Password link if using an authentication method.

Manage Employees enables the Manage Employees command on the Manage menu. This allows
Administrator and Gatekeeper level users to create new eAdvance users and have the data inserted into
SVM as an employee.

Pre-Register Visitor enables the Pre-Register Visitor command on the Visitor menu.

Group Upload for Individual enables the Group File Upload feature for users with Individual
permission.

Enable Group Naming allows groups to be named, edited and re-registered.
Returning Visitor enables the Returning Visitor command on the Visitor menu
Logoff enables the Logoff link when using any authentication method.

Check Out Visitor enables the Check Out Visitor command on the Visitor menu. This allows the host
employee to mark a visitor as checked out at the end of their visit, if they have not been checked out
through a lobby SVM workstation.
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Pre-Register Group enables the Pre-Register Group command on the Visitor menu.
Group Upload enables the Group File Upload command on the Visitor menu.

Enable My Info Edit adds a My Info link to the header at the top right of the window, allowing the
current employee to edit their own employee record.

= Visual Styles
Header Style selects the color gradient style for the page header.
Company Logo Image displays the filename of the logo image file.

Select File: Click Browse to select an image file from your local system. The image should be 300 x 80
pixels or smaller, JPG or PNG format. Click Upload to copy the file to the web server. When you click
Save Changes the image name will appear in the Company Logo Image field.

Drop Down Time Control: The arrival and departure time fields on the Pre-Register Visitor and
Pre-Register Group pages appear as drop-down lists. If this option is cleared, the arrival and departure
time fields appear as text boxes, which allow times to be entered more precisely.

Time Interval and Starting Time set the format of the time selection drop-downs.

Employee Navigation determines whether the employee list in the Manage Employees page uses an
alphabetical or numerical navigation system.

= Alphabetical Navigation lists employees by the first letter of their last name.

= Numerical Navigation displays a number of employees per page as indicated in the Records per
Page box.

Ajax Employee List enables the Employee drop-down on visitor and group forms to be an Ajax
dynamic control. When not selected (default), the employee drop-down is populated with the list of
employees when the page is requested. When selected, the user must start typing, and the drop-down
matches will be dynamically generated as the user types.

3.4.7 CSS tab

This tab allows you to edit the eAdvance website style sheet, Styles.css, found in the root of the website. The
style sheet controls the appearance of the website, including the background color, font style, alignment,
spacing etc. After editing, click Submit to save the changes to the file. Click Cancel to discard changes. Click
Default to load the factory settings (accomplished by loading the file called Styles_Default.css into the text
area). Note you must click Submit to commit this reset to factory settings. You may also edit Styles.css
directly using Notepad or similar text editor. The logo can be changed in the Visual Settings area of the GUI
tab; see Section 3.4.6 GUI tab.

3.4.8 Misc tab
This tab contains various other settings that affect the eAdvance website.

Search User's Visitors Only controls whether the eAdvance Visitor > Returning Visitor command searches
only those registrations made by or for the employee, or whether it searches all the visitor records in the
database.

Station is a read-only display of the station that eAdvance is enrolled as. If you have not already done so,
create a station record for the eAdvance web application using the EasyLobby SVM or Administrator Edit >
Stations command. Further, you must type your eAdvance CD key in the CD Key field of this station record
and select eAdvance for the application. Whenever an eAdvance web page is requested, it will match up the
installation CD key with this station enrollment, and this will determine the station identity and settings for
the eAdvance station.
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24 Hour Registration Field selects the employee user-defined field being used as a check box control to
indicate that the employee has rights to register a visitor at any time during the weekday 24 hour period.
Select Not Selected to disable this feature. Employees that do not have this right are limited to register visitor
only during normal business hours. Normal business hours are retrieved from the site description variable vwh
(see Section 3.4.8.1 Site variables) or, if not provided, from the default Valid From and Valid To times defined
in the EasyLobby SVM program options. Refer to EasyLobby SVM Installation, Administration and User Guide
(PLT-03258), Program Options tab, Visitor tab.

Special Needs Field selects the visitor user-defined field being used as a check box to indicate that the visitor
has special needs. When a visitor registration is submitted with this check box selected, an email is sent to the
designated emails. The email body is read from the file called SpecialNeedsNotification.txt in the Data folder
of the website. The email list is read from the spn variable in the site description; see Section 3.4.8.1 Site
variables.

Enable VIP Notification: When the submitted visitor registration has a category that matches the value
specified, an email is sent to the designated emails as stored in the vip variable of the site description.

Enable Duplicate Check causes a visitor registration submission to be checked against existing registrations
to see if the registration is a duplicate. A duplicate is defined as a record that matches by first name, last
name and company, and whose date range coincides with the record being submitted. When a duplicate is
found, a message is displayed in red below the form. The employee can click submit a second time to commit
the duplicate record to the database.

Additional Site Ids Field: Select the employee user-defined field being used to specify the additional Site Ids
for which the employee may register visitors. This user defined field should contain one or more Site Ids,
delimited by commas if there is more than one. Select Not Selected to disable this feature. Note that the
employee must have a primary site specified in the employee site field (i.e. not set to All Sites) in order for the
additional Site Ids to be processed.

Text Field Width (in pixels) sets the width of a text field on the eAdvance web pages.
Select Field Width (in pixels) sets the width of a drop-down control on eAdvance web pages.
Date Field Width (in pixels) sets the width of a date field on eAdvance web pages.

Weekend Registration Field selects the employee user-defined field being used as a check box control to
indicate that the employee has rights to register a visitor during a weekend day or designated holiday. Select
Not Selected to disable this feature.

Enable Holiday Support enables holiday support. Registrations are checked for dates included on the holiday
list, and those employees with weekend registration permission are allowed to register visitors for a holiday.
The list of holidays is read from the file called Holidays.txt in the Data folder of the website.

Enable Group Notification: When the submitted visitor registration has a category that matches the specified
value, an email is sent to the designated emails stored in the grp variable of the site description.

Max Non-Consecutive Days causes a submitted visitor registration to be checked against all the past visits by
that person in the past year to see if the total number of days visited, plus the number of days in the current
visit, exceed the value entered here. If so, an error message is displayed in red below the form.

Use Full Domain Names: When selected, the Single Sign-on and Active Directory authentication methods will
use fully specified user names that include the Domain, a backslash and the user name. The matching field in
the employee record, typically the LoginName field, must also contain the fully specified user name.
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3.4.8.1 Site variables

Some of the items in the Misc tab use site description variables to obtain the required values. These site
variables are of the form variable=value; and are entered into the description field for a particular site
using the EasyLobby SVM or Administrator Edit > Sites command. The following example shows variables
from the features listed above:

vwh=6:30 AM - 7:00 PM;
vip=notify@acme.com;
grp=admin@acme.com, joe.smith@acme.com;
spn=coordinator@acme.com;

3.4.9 Custom Local Screening tab

This tab allows you to set up a connection to an additional local screening database. This is a separate
database that holds the names of people for whom a notification should be displayed if they are entered as a
potential visitor. eAdvance checks the details of the visitor and displays a notification if there is a match with
a record in the custom local screening database.

Note: The custom local screening connection settings are not the same as the connection settings defined in
the Data tab, which describe the EasyLobby database. The custom local screening connection settings
define a separate data resource. For example, it is possible to use an SQL server for the EasyLobby
SVM and eAdvance database, but use a separate custom local screening database located elsewhere in
an external Oracle database.

Server Type: Select Microsoft SQL Server or Oracle.

DSN is the data source name (DSN) for the custom database, the equivalent of EasyLobby10.

Port (Oracle only) is the port number, usually 1521 for Oracle.

Host (Oracle only) is the name of the computer on which the database resides, e.g. DOMAIN\MACHINE.
Service Name (Oracle only) is the database service name, the equivalent of EASYLOBBY.

User Name is the user name required to connect to the database, the equivalent of easyuserl1O.
Password is the password required to connect to the database, the equivalent of doorlOmaN-+.

Test: Click Check Connection to test the connection to your custom screening database.

Custom Table Name is the name of the table within the custom screening database that holds the details of
individuals.

Custom First Name Column is the name of the field within the specified table that holds the first name of the
individual.

Custom Last Name Column is the name of the field within the specified table that holds the last name of the
individual.

Custom SS Number Column is the name of the field within the specified table that holds the Social Security
Number (SSN) of the individual.

Custom Company Column is the name of the field within the specified table that holds the name of the
company to which the individual belongs.
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3.5 Admin > Field Config

The eAdvance website configuration is controlled by settings on the Admin > Field Config tab. You will have
access to this command only when you log in to the website with an employee account that has administrator
permission, or if you are using the no-login mode.

3.5.1 Visitor tab

This tab allows you to configure the field layout for the visitor registration form, which is displayed when you
click Visitor > Pre-Register Visitor. You can control which fields are present, the field ordering and grouping,
the caption, and whether the field is required.

Each row represents a field that can be added to the eAdvance visitor registration form.
Field: The name of the EasyLobby visitor field.

Visible means the field will be shown on the eAdvance visitor registration form.

Row sets the row on the visitor registration form layout where the field appears.

Column sets the column on the visitor registration form layout where the field appears, either 1 (left-side
column) or 2 (right-side column).

Required: A required field must be completed before a visitor form can be submitted. An asterisk appears
beside required fields. In most cases, you set the required fields on the eAdvance form using the
EasyLobby SVM or Administrator Edit > Program Options, Visitor Fields tab. There are a few fields that can
be set to be required on this tab, such as Site, Arrival Time, Departure Date and Departure Time.

Display Name sets the caption for the field in the eAdvance form. In many cases this field is not editable here,
which means that the field caption must be customized using the EasyLobby SVM or Administrator Edit >
Program Options, Customize Fields tab.

3.5.2 Group tab

This tab allows you to configure the field layout for the group registration form, which is displayed when you
click Visitor > Pre-Register Group. You can control what fields are present, the field ordering and grouping,
the caption and whether the field is required.

Each row represents a field that can be added to the eAdvance group registration form.
Field: The name of the EasyLobby visitor field.
Visible means the field will be shown on the eAdvance visitor registration form.

Common causes the field to appear in the common section above the table of visitors, so it applies to all
visitors in the group. This makes it suitable only if a group of visitors are all from the same company. Clearing
this option causes the company field to appear in the visitor table, allowing a different company name to be
entered for each visitor.

Row sets the row on the visitor registration form layout where the field appears.

Column sets the column on the group visitor registration form layout where the field appears, either 1
(left-side column) or 2 (right-side column).

Required: A required field must be completed before a group form can be submitted. An asterisk appears
beside required fields. In most cases, you set the required fields on the eAdvance form using the

EasyLobby SVM or Administrator Edit > Program Options, Visitor Fields tab. There are several fields that can
be set to be required on this tab, such as Site, Arrival Time, Departure Date and Departure Time.

Display Name sets the caption for the field in the eAdvance form. In many cases this field is not editable here,
which means that the field caption must be customized using the EasyLobby SVM or Administrator Edit >
Program Options, Customize Fields tab.
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3.5.3 Group File Upload tab

This tab allows you to configure the field layout for the Group File Form, which is displayed when you click
Visitor > Group File Upload.

The Group File Upload page allows you to import a comma-separated-value text file (.csv) containing records
for a group of visitors. See Section Each eAdvance page allows for client-side JavaScript extensibility by
means of an include file, where you can place your own JavaScript code that will be included with the page
when the page is requested. The extensibility files are found in the website in the JavaScript\Extensibility
folder. Each file has a naming convention that matches the page that includes it. For example, the visitor
registration form page PreRegister.aspx includes the extensibility file PreRegisterinclude.js. In addition, a file
called MasterPagelnclude.js is provided to allow for common JavaScript that is included on every page in the
site. Edit any of these files with Notepad or a code editor to include your own JavaScript code.. You may
control what fields are presented in the common section on the web page and what fields are expected in the
.csv file. Each row represents a field that can be added to the eAdvance group registration form.

Field: List of EasyLobby visitor fields that may be added to the Group File Form.
Visible means the field will be shown on the Group File Form.

Common causes the field to appear in the common section of the web page. Clearing this option means the
field must be provided for each record in the .csv file. When cleared, the value in the Column field specifies
the field index in the .csv file. Care should be taken to ensure that the fields in the import file start in column 1,
and are specified contiguously. The First Name and Last Name fields must be provided in the .csv file.

Row: For common fields, the row number in the form layout for that field.

Column: For common fields, the column on the Group File Form layout where the field appears, either 1
(left-side column) or 2 (right-side column).

Required: A required field must be completed before a Group File Form can be submitted. An asterisk
appears beside required fields. In most cases, you set the required fields on the eAdvance form using the
EasyLobby SVM or Administrator Edit > Program Options, Visitor Fields tab. There are several fields that can
be set to be required on this tab, such as Site, Arrival Time, Departure Date and Departure Time.

Display Name sets the caption for the field in the eAdvance form. In many cases this field is not editable here,
which means that the field caption must be customized using the EasyLobby SVM or Administrator Edit >
Program Options, Customize Fields tab.

3.5.4 Employee tab

This tab allows you to configure the fields for the employee form, which is displayed when you click Manage
> Employees. For the Manage Employees page, you can control whether a field is required and set its caption
(display name).

Field: List of EasyLobby visitor fields that may be added to the employee form.

Required: A required field must be completed before a New Employee or Edit Employee form can be
submitted. An asterisk appears beside required fields.

Display Name sets the display name (caption) for the field in the new employee form. In some fields the
display name is not editable; in this case the field caption must be customized using the EasyLobby SVM or
Administrator Edit > Program Options, Customize Fields tab, Employee Form tab.
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3.5.5 Sections tab

This tab allows you to insert sub-headings on the visitor and group preregistration forms. This helps to divide
the controls on the form into logical visual groups, to assist employees when completing a visitor
preregistration.

When eAdvance is installed this tab lists three subheadings. The first two items appear on the visitor
registration page, and divide the controls on that form into two sections. The third item appears on the group
registration page.

1. Click New to add a new sub-heading.

Field Config
.. Group File .
Visitor Grou Employee
p upload ploy Sections
Name Row Page

#| |Registration Information i Wisitor v

#| |Visitor Information 5 Visitor v

#| |Registration Information i Group v
(¥ |arrivals / Departures 3 Visitor v)

2. In the Name field, type the text for the sub-heading.
In the Row field, type the row on which the subheading will appear.
On the Page drop-down, select the page on which the divider will appear; Visitor or Group.

3. To check the position of the sub-heading, click Visitor > Pre-Register Visitor or Visitor > Pre-Register
Group.

Pre-Register Visitor

Visitor Form

Registration Information

Row:
1 > Site: | This Site v Employee: | Aston, Sally v
2 > Category: | Visitor v Reason: | (Select One) v
3 > Clearance: |(Select One) v

4 > Visitor Information

5 > First Name: Last Name:
6 > Company: Title:
7> Phone: Email:

8> (Arrivals / Departures)

* Arrival Date: |?.'12.-"2OIE V| Arrival Time: | 00:00 hd

Departure Date: |?.'12.-"2OIE V| Departure Time: | 00:00 v ﬂ
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3.6 Admin > Resource Strings

You can customize the various strings (on-screen messages) used throughout the eAdvance website. You
must be logged into eAdvance as an administrator.

1. Click Admin > Resource Strings.

Resource Strings

GroupName ItemMName | ItemString
Edit  |Approval Page |APEROVAL_ERROR lﬂ'er& =re no rows selected
Edit  |Approval Page IAPPROVAL_HELP Please select the pending approvals you wish to authorize
Edit  |Approval Page |APPROVAL_NONE No pending approvals in need of authorization
Edit |Change Password IACCOUNT LOCKED MSG four account has been locked. Please contact your
— - - acministrator for assistance,
Edit Charge Password ACCOUNT_LOCKED _TITLE [Account Locked
Edit Change Password 'WD_CHG_BADPWD Old password is incorrect
Edit Charge Password 'WD_CHG_INTRO Enter old and new password:
Edit Change Password 'WD_CHG_MUST_DIFFER ew password must be different from old password
Edit Charge Password "WD_CH USTMATCH =w and repest password must match
Edit  |Change Password 'WD_CHG_THANKYOU Thank you. Your password has been changed.
Edit Charge Password 'WD_EXPIRED ‘our password has expired. Please change your password.
Edit Change Password 'WD_RULES_EMP_ERROR Password must meet current password complexity rules

Click Edit beside an item to make changes.
In the ItemString column, modify the contents.

4. Click Update to confirm the change or click Cancel to discard the changes.
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3.7 Run eAdvance with Active Directory authentication

This section describes how to run the eAdvance website with the Active Directory authentication option.
When using the Active Directory authentication method, eAdvance will automatically discover the directory
required for authentication, so no specific configuration for the directory server is required.

The login name and password you provide at the eAdvance login prompt are used to authenticate with Active
Directory. If a matching employee record exists, is active, and has permission to log in to the eAdvance
website, the employee will be logged in.

1. Before changing the authentication method, make a copy of the eAdvanceData.mdb database file from
the root of the website, which can be used in the event that you need to revert.

2. Set IIS Manager to run the website Authentication Method using an account that has permission to
query the Active Directory. Usually this would be a domain account, for example a service account
created specifically for this purpose.

3. In EasyLobby SVM or Administrator, ensure that the Login Name field on the employee form view
Contact Info tab is completed for each employee record. This name must match the employee’s Active
Directory login name. The Employee Import utility can be used to import data from the Active
Directory; see Section 3.7.1 Employee Import utility.

Contact Info l Photos] Associates] eAdvanc:e] Vehicle] up ‘I-B] Entry] Notes]

Address | Home Phone |

| Fager |

City | Fax |

State Zip ‘wieb Site |

[rate of Birth Country Group |

Emergency Contact Fiegion
Marne | (Login Mame [thennett )

Fhone | et |

4. Click Admin > Product Config, click the Security tab and set Authentication Method to Active
Directory and Authentication Match to Login Name.

5. Click Submit.

6. Log in to eAdvance using your Active Directory login name and password.

3.7.1 Employee Import utility

If you have not already setup your employee records in EasyLobby SVM, you can use the supplied Employee
Import utility to import the employee data from the Active Directory. From the list of available fields, map the
Login Name field to the eAdvance employee Login Name field. Refer to EasylLobby Employee Import Utility
User Guide (PLT-03855). The import process takes a few minutes to complete if you are in a large company
with many employees. Once started, do not stop the import process.

3.7.2 Reset the website to default settings

If you need to start the configuration again, you can reset the website to its default configuration. A default
website configuration file is provided for this purpose. In the root directory of your website, you will find a file
called eAdvanceData_Default.mdb. To reset the settings, make a copy of this file and rename the copy to
eAdvanceData.mdb, overwriting the existing file of that name. You can also save a copy of the
eAdvanceData.mdb file at any time to checkpoint your current settings, which are stored in this file. This way
you can restore the file to revert to a particular state of your website.
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3.8 Further configuration

The web.config file in the website’s root folder allows additional customization of the website.

3.8.1 International date formats

This section describes how to set up eAdvance on a Windows system where non-US date and time formats
are required. Additional date formats available are D/M/YYYY and a 24-hour time format.

Your Windows operating system will normally provide the proper globalization settings for the eAdvance
.NET website under IIS, but you can edit web.config in the root of the website to explicitly set the
globalization culture, as shown below:

<configuration>
<system.web>
<globalization culture="en-GB" uiCulture="en" requestEncoding=""UTF-8"
responseEncoding="UTF-8" fileEncoding="UTF-8" />
</system.web>
</configuration>

You can find documentation on the Microsoft Windows website for the culture and uiCulture attribute
strings. You must also log in with an administrator permission account and adjust a few settings.

1. Click Admin > Resource Strings.

2. Click Edit to change the JS_CALENDAR_FORMAT, JS_DATE_FORMAT, JS_TIME_FORMAT,
DATE_EXAMPLE and TIME_EXAMPLE strings to the correct formats.

zvascript Related
[5trings

m
(&

5_CALENDAR_FORMAT

Farmy Sod/3eY

zvascript Related
[Strings

m
(&

5_DATE_FORMAT

Vdfyyyy

zvascript Related
[5trings

m
(&

5_TIME_FORMAT

imm a

falidation Strings
/alidation Strings

—
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lezze enter 2 valic
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nas zlready past

/alidation Strings
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3.8.2 Additional options in the web.config file
There are a few additional options in the web.config file that can be adjusted.

<add key=""ADMatchUseEmployeeNumber" value="True'/>

<add key="'ApprovalPageRefreshlnterval" value="30"/>

<add key="HideAdminMenuNoAuthentication" value="False'/>
<add key="UseKerberosInADAuthentication" value="False'/>
<add key="EnableSitePermissionFeature” value="False'/>

<add key="EmpPermissionUserDefField"” value="UserDefined6"/>
<add key=""IncludeNotesInGroupEmail"™ value="False'/>

<add key="DisableWatchListAutoApproval' value="True"/>

<add key="DisableConsecDaysAutoApproval" value="True"/>
<add key="ForceCategoryChoice" value="False'/>

<add key=""ConsecDayMatchCompany' value="False'/>

<add key="‘ApprovalPageRows" value="10"/>

<add key="'ViewRegistrationsRows"™ value="10"/>

<add key="EmpAdditionalFields" value="CompanyName, EMail"/>
<add key="'SiteSpecificVisitorEmail" value="False'/>

<add key="MultiColumnEmployeeDropdown" value="False'"/>

<add key="'ShowGroupMemberslInViewRegistrations"™ value="False'/>
<add key="DefaultGroupNameOn' value="False"/>

<add key="UseVisitorTypeAhead" value="True"/>

<add key="UseSecureSQLConnection" value="False"/>

<add key="'lsCustomWatchListAvailable" value="False"/>

BarcodeProAspNet50LicenseOwner, BarcodeProAspNet50LicenseKey
Licensing for Neodynamic Barcode Professional 5.0 for ASP.NET.

ADMatchUseEmployeeNumber
True means the employeeNumber Active Directory field is used when the EasyLobby authentication match is
Employee Number or Id Number. False means the login name is used.

ApprovalPageRefreshlnterval
The approval page refresh interval in seconds. Set this to O to disable refresh.

HideAdminMenuNoAuthentication
True hides the Admin menu in No Authentication mode.

UseKerberosInADAuthentication
Forces use of Kerberos in Active Directory authentication.

EnableSitePermissionFeature / EmpPermissionUserDefField

These two settings allow you to suppress certain sites from appearing in the site drop-down for the currently
logged in employee unless that employee has special permission to register visitors for those sites. Set
EnableSitePermissionFeature to True to enable this feature. When enabled, you must put the phrase
RequirePermission=True; into the site description field for any site that requires this special permission.
You set which employees have this permission by designating one of the twelve employee user defined fields
as a check box, named, for example, Special Site Permission. This check box must be selected to designate
that the employee has permission to register visitors at the designated sites. If this check box is cleared, the
site will not appear in the eAdvance site drop-down for that employee. You must set the
EmpPermissionUserDefField value to the name of the user defined field that you have established as the
permission check box.

IncludeNotesInGroupEmail
True includes the Notes field in the group email notification.
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DisableWatchListAutoApproval

DisableConsecDaysAutoApproval

True means that registrations that match the Watch List will still require approval even if the logged in
employee is themselves a Watch List approver. Similarly, the DisableConsecDaysAutoApproval setting
applies to the consecutive and non-consecutive day approval types.

ForceCategoryChoice

ConsecbDayMatchCompany

Set ForceCategoryChoice to True to so that the category drop-down will not have a default selection,
forcing the user to make a selection.

Set ConsecDayMatchCompany to True to include the visitor’'s company in the matching for the
non-consecutive days test.

ApprovalPageRows

ViewRegistrationsRows

Set ApprovalPageRows to a positive integer (minimum 10) to define the number of rows that will appear on
the Manage > Approvals tab.

Set ViewRegistrationsRows to a positive integer (minimum 10) to define the number of rows that will
appear on the Visitor > View Registrations page.

SiteSpecificVisitorEmail
Set to True to enable unique email templates per site. Append the site id (e.g. 101) to the template filename,
for example: ConfirmEmailVisitor101.txt.

MultiColumnEmployeeDropdown

Set to True to enable multi-column employee drop-down. This shows additional fields in the employee
drop-down, using the fields selected in EasyLobby SVM under Edit > Program Options > Defaults tab >
Visitor tab, Employee List, Show Additional Fields.

ShowGroupMembersInViewRegistrations
Set to True to show group members individually on the Visitor > View Registrations page.

DefaultGroupNameOn
Set to True to cause the Remember This Group check box to be selected by default on the Visitor >
Pre-Register Group and Visitor > Group File Upload pages.

UseVisitorTypeAhead
Set to True to cause the First Name and Last Name text boxes on the Visitor > Pre-Register Visitor page to
use type-ahead name matching.

UseSecureSQLConnection
Set to True to make the SQL Server connection use encryption for improved security.

IsCustomWatchListAvailable
By default, the feature set for the Admin > Product Config > Custom Local Screening tab is turned off
(False). Set this to True to enable the Custom Local Screening tab.
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3.8.3 Configure the eAdvance log file

This section describes how to set up eAdvance to log errors and information to a file on the web server. In the
web.config file in the root of the website, there is a section that controls the configuration of this logging
facility. The eAdvance web application uses the Log4Net framework for logging.

<log4net>

<appender name="RollingFileAppender" type="log4net.Appender.RollingFileAppender' >
<file value="eAdvancelLog.txt"/>
<appendToFile value="true'/>
<rollingStyle value="Size"/>
<maxSizeRol IBackups value="3"/>
<maximumFileSize value=""1000KB"/>
<staticLogFileName value="true'"/>
<layout type="'log4net.Layout.PatternLayout'>

<conversionPattern value="%date [%thread] %-5level %logger - %message%newline'"/>

</layout>

</appender>

<root>
<level value="ERROR"/>
<appender-ref ref="RollingFileAppender"/>

</root>

<logger name="eAdvance'>
<level value="ERROR"/>
<appender-ref ref="RollingFileAppender"/>

</logger>

</log4net>

The <file value=""eAdvancelLog.txt"/>) tag is the name of the log file. By default the log file is written to a
file called eAdvancelLog.txt in the eAdvance installation folder. You can change the filename to any other
filename you wish. To prevent a web browser accessing eAdvancelog.txt, you can add the following
security section inside the system.webServer section of web.config:

<security>
<requestFiltering>
<hiddenSegments>
<add segment="‘eAdvancelog.txt"/>
</hiddenSegments>
</requestFiltering>
</security>

Note: This example assumes eAdvancelLog.txt is in the root folder of the eAdvance web site.

The <level value="ERROR"/> tags within the root and logger tags define a debugging level, which is the
amount of information that gets logged to the file. There is a general setting for most errors (in root) and a
separate setting for eAdvance errors (in logger). These tags can take different settings:

= ERROR (the default) causes eAdvance to log only error conditions.
= ALL logs both error and information messages.

= INFO logs information but not errors.

»  OFF disables writing to the log file.
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Currently, eAdvance logs under the DEBUG, ERROR and INFO levels. You can also create separate logger
sections instead of the single one provided, and each section can have its own level, for example, one for
ERROR and one for INFO.

The conversionPattern tag controls the format of the messages written to the log file. You can alter the
logging message format by editing this format string.

For more information, go to the Log4Net website (https://logging.apache.org/log4net/) or search for
Log4Net.

3.8.4 Configure eAdvance to run as an HTTPS secure site

To configure an EasyLobby eAdvance site to operate using the HTTPS protocol, you need to install an SSL
certificate on the IIS server. The company from which you purchase the certificate (known as the 'Certificate
Authority’, or CA) should provide a more comprehensive document describing this process. Refer to the
Microsoft website for details of how to set up an HTTPS service in IIS.

3.8.5 Update eAdvance Web Server

Occasionally, updates to eAdvance Web Server will become available to add features or fix known issues with
the software. If you receive one of these updates, you must take the following steps to update the application.

1. Backup the following files to another folder outside the eAdvance installation folder:

= eAdvanceData.mdb, Styles.css and Web.config. These files contain most of your configuration
settings and can be found in your website’s root folder. The default location of the files is:
C:\Program Files (x86)\EasyLobby\eAdvance Server 10.0\.

= All email template files that you have modified, for example ConfirmEmailVisitor.txt, stored in the
\Data folder.

2. Uninstall the existing version of eAdvance using normal Windows uninstall methods, for example Start
> Settings > Apps > EasyLobby eAdvance Server on Windows 10.

3. Run the new eAdvance installer. You might need to provide your eAdvance license key to complete the
installation.

4. When the installation has finished, copy your saved eAdvanceData.mdb, Styles.css and email template
files back to their respective folders, overwriting the newly installed versions. For the Web.config file,
compare your saved file with the new file in a text editor, and ensure that any customized sections are
copied into the new file.

This will restore your settings and customizations.
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3.8.6 Install the eAdvance approval notification service

If you are using the eAdvance approvals feature (see Section 3.4.4 Approval tab) you can also install the
optional eAdvance notification service. This is implemented as a Windows service, and the program file
eAdvanceService.exe is installed into the bin folder of the website.

1. To install the service, run the command file install.bat from the bin folder.

2. To start the service, run the start.bat command file or use the Services control panel accessory to start
the service called eAdvance Service.

3. To stop the service, run the stop.bat command file or use the Services control panel accessory.
4. To remove the service, run the command file uninstall.bat.

When the service is running, if the Approval tab options Enable Approval and Send Email to Approver are
checked, the service will check at the specified interval to see if there are any registrations requiring approval.
If so, the service will send a notification email to each approver, telling them they have at least one approval
pending. The default body of the email message is contained in the file called NotifyEmailAuthorizer.txt, in
the Data folder of the eAdvance website. The default version of the email body contains a link back to the
approval page of the eAdvance website. If not logged in, the approver will have to log in first. This file may
also contain a variable named %APPROVAL_LIST%. If this is included, it will be substituted with the names of
the visitors pending approval, together with the name of their host employee and the category of the visitor.

When an approver logs in to the eAdvance website, they click Manage > Approvals on the menu. This page
lists any visitors pending approval. The approver can select one or more visitors and Authorize or Deny their
registration.

3.8.7 Client-side JavaScript extensibility

Each eAdvance page allows for client-side JavaScript extensibility by means of an include file, where you can
place your own JavaScript code that will be included with the page when the page is requested. The
extensibility files are found in the website in the JavaScript\Extensibility folder. Each file has a naming
convention that matches the page that includes it. For example, the visitor registration form page
PreRegister.aspx includes the extensibility file PreRegisterinclude.js. In addition, a file called
MasterPagelnclude.js is provided to allow for common JavaScript that is included on every page in the site.
Edit any of these files with Notepad or a code editor to include your own JavaScript code.

3.8.8 Security considerations

By default, eAdvance server is configured to provide necessary security countermeasures available to an
application. However, additional security vulnerabilities may still be present due to the configuration of the
operating system or software stack used to host eAdvance. It is important to keep the entire runtime
environment up-to-date and configured following best practices for the Windows OS, IIS and SQL server. It is
recommended that automatic updates are configured in your operating system settings for each of these
three key solution components. To provide additional configuration changes required for securing eAdvance
server and the data it serves, please consult the following guides:

Windows 10
= https://docs.microsoft.com/en-us/windows/security/index
= https://www.cisecurity.org/benchmark/microsoft_windows_desktop/

= https://www.cisecurity.org/benchmark/microsoft_windows_server/
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=  https://techcommunity.microsoft.com/t5/ITOps-Talk-Blog/Windows-Server-101-Hardening-11S-vi
a-Security-Control/ba-p/329979

= https://www.owasp.org/index.php/What_is_IIS_Security

= http://www.nsi.bg/nrnm/Help/iisHelp/iis/htm/core/iisckl.htm

= https://www.cisecurity.org/benchmark/microsoft_iis
SQL Server
= https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/sql/sql-server-securit

= https://www.cisecurity.org/benchmark/microsoft_sql_server/
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Section

4 Using eAdvance

4.1 Visitor > Pre-Registor Visitor
The Pre-Register Visitor page allows you to enter an individual visitor’s details before their visit.
1. In the Registration Information area, enter the required information.

2. In the Visitor Information area, enter the visitor’s details, including the intended arrival and departure
dates/times for their visit. You will be able to change these details before the visit, using the Visitor >
View Registrations page.

Note: Items marked with an asterisk * indicate the minimum essential information that must be entered.
The email address is essential only if you want to use HID Mobile Access®, which allows the visitor
to use their mobile phone/device to open doors at your site. Refer to EasyLobby SVM Installation,
Administration, and User Guide (PLT-03258) for details.

3. When you have entered the required information, you have two choices:
= Click Submit to register the visit in the EasyLobby database.

= Click Submit with Mobile Access to register the visit in the EasylLobby database and send a mobile
access invitation to the visitor’s email address. The invitation email tells the visitor how to install the
HID Mobile Access app on their mobile device and enter the supplied mobile access invitation code.

The visit details will now appear in EasyLobby SVM in the Preregistered Visitors table.

4.2 Visitor > Pre-Register Group

The Pre-Register Group screen allows you to enter details for a group of visitors before their visit. If you have
a very large group of visitors, see Section 4.3 Visitor > Group File Upload.

1. In the Registration Information area, enter the information that is common for the group, including the
intended arrival and departure dates/times for their visit. You will be able to change these details before
the visit, using the Visitor > Group Registrations page.

2. In the table, enter each visitor’'s details.

Note: Items marked with an asterisk * indicate the minimum essential information that must be entered
for each visitor.

3. If the same (or similar) group of visitors might return at a later date, select Remember this group. In the
Group Name box, enter a name for the group. This will allow you to use the Returning Group feature to
quickly recall the visitors’ details next time they visit. See Section 4.7 Visitor > Returning Group.

4. When you have entered the required information, click Submit.

The visit details will now appear in EasyLobby SVM in the Preregistered Visitors table.
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4.3 Visitor > Group File Upload

The Visitor > Pre-Register Group page can be used to schedule groups, using the on-screen list to manually
enter the visitors’ details. Alternatively, the Visitor > Group File Upload page can be used to upload a .csv
(comma-separated values) file containing the visitors’ details.

If you want to use the Group File Upload method, it is a recommended to create a template .csv file that
employees can use to submit their visitors’ details. The .csv file can be created in Microsoft Excel or other
spreadsheet application. The first row must be a header row and will be ignored during the import. Blank lines
will also be ignored. Ensure that your .csv file follows .csv well-formed rules. If any field contains a comma, it
must be quoted (the field starts and ends with the double-quote character). Fields not containing a comma
may be quoted but this is not required.

1. In eAdvance, go to Admin > Field Config > Group File Upload tab. You will need to reference these
settings to create the. csv template.

2. Open Microsoft Excel or another spreadsheet application.

3. Onrow 1, enter the names of any fields that are selected as Visible in the Group File Upload tab, but not
those marked as Common. Fields that are common appear in the on-screen form, and are completed by
the employee to apply to the entire group.

Field Config

Group File

Visitor Group Upload Employee Sections
Field Visible Common Row Column Required Display Name
First Name v 1 First Name: —
Last Name v 2 Last Mame:
S5MN
Title
Company L 3 Company:
Address 1
Address 2
City
State
Fip
Country
Citizenship
s
| submit | cancel |
Al ~ e First Name
A B C D E F G

1 |First Name _lLast Name Company

2
2
4

Note: Be sure to scroll down the Group File Upload screen to find all data fields marked as Visible.
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4. To assist the employee, you can highlight which fields are required and which are optional. The easiest

way to do this is by color-coding. In this example, the required fields are highlighted with red and the
optional fields are green.

C D E | F | G
1 i ;Company
2 'Mary Foster ABC Compan
3 |Pau| Lopez | _l

4 |Christopher Hong XYZ Inc.

When the template matches the eAdvance Group File Upload settings, save the file as a .csv file and
perform a test registration.

Note: Please note that you should not put any details in the .csv other than the data necessary to
register your visitors. Help instructions should be provided separately so they do not cause the
upload to fail.

4.4 Visitor > Returning Visitor

This page allows you to quickly find a previous visitor and schedule a return visit.

1.

In the First Name, Last Name or Company boxes, enter some details of the visitor and click Search.
eAdvance displays a list of matching visitors.

Click Re-Register for the required visitor. eAdvance switches to the Pre-Register Visitor page, with the
visitor’s details already in place.

See Section 4.1 Visitor > Pre-Registor Visitor for details about completing the pre-registration.

4.5 Visitor > View Registrations

This page displays a list of pre-registered visitors who have not yet checked in. When the visitor checks in,
their name is removed from this list.

4.6 Visitor > Group Registrations

This page displays a list of pre-registered groups who have not yet checked in. When the group checks out,
the group name is removed from this list.

4.7 Visitor > Returning Group

This page allows you to quickly find a previous group and schedule a return visit.

1.

Click Re-Register for the required group. eAdvance switches to the Edit Group Registration page, with
the group’s details already in place.

2. See Section 4.2 Visitor > Pre-Register Group for details about completing the pre-registration.

May 2019 51



Using eAdvance PLT-03263, Rev. B.3

4.8 Reports > Visitors Report

eAdvance can generate a customized report showing the status of all past, present and future visitors. The list
of host employees available for selection depends on your access rights.

= |f you are an administrator, you can select any employee in the EasyLobby database.

= |f you are a gatekeeper of any type, you can select host employees only within your company, site or
department, according to your approver level defined in EasyLobby SVM. The list is also affected by the
eAdvance gatekeeper filter setting, described on page 27.

= |f you are an individual, you can select only yourself.

Status allows you to choose the type of visitor status (preregistered, checked in, etc.) to be included in the
report. Select All to display visitors at all stages of their visit. Select one of the other status types to filter
visitors by their current status.

Filter allows you to type the name, or part of the name, of a host employee. When you press enter, a list of
matching names appears in the Host list. Using the filter can be faster than scrolling through the complete list
of host employees. You can also enter multiple search items separated by spaces. For example, entering

mit son will match anyone with “mit” or “son” in their name, such as Mitchell, Smith, Sonya or Johnson.

Host allows you to select the host employee(s) whose visitors are to be included in the report. If Filter is
selected, the list shows only the names matching the filter text. If Filter is cleared, all host employees are
listed.

= Click a name in the list to select a host employee.

= |f you are an administrator or gatekeeper, and wish to include several employees’ visitors in the report,
Ctrl+click to select additional employees, or Shift+click to select a block of employees.

= |f you do not select a host (‘None’ is displayed) the report will be empty. Use the report functions in
EasyLobby SVM to see visitors that were not assigned a host.

Valid From selects the beginning of the reporting period. Clear the check box to include all visits up to the
Valid To time.

Valid To selects the end of the reporting period. Clear the check box to include all visits up to the current
time.

Report Columns allows you to select which fields to include in the report. Ctri+click to add individual fields, or
Shift+click to select a block of fields.

1. Click Submit to create the report. The visitors that match the specified criteria are listed.

2. Click Export visible to write the currently displayed page of results, or Export All to write all results to a
.csv file. This can be opened in Microsoft Excel, another compatible spreadsheet or database
application, or a text editor. The .csv file is written to the browser’s configured download folder.

Note: Reports are available only when using an SQL Server or Microsoft Access EasylLobby database.
Reports are not available when using an Oracle EasylLobby database.
Reports are not available if the Admin > Product Config > Security > Authentication method is set to
No Authentication.

52 May 2019



PLT-03263, Rev. B.3 Using eAdvance

4.8.1 Interpreting the exported .csv file

If the exported .csv file is opened in Microsoft Excel, the date and time format may be different to eAdvance’s
format. This is because Excel uses the local Windows system date and time format to interpret dates, which
are stored as text in a .csv file. Consider a .csv file containing a valid U.S. format date (month/day/year) such
as 4/23/2019. If the .csv file is opened on a Windows system using European date format (day/month/year)
Excel does not detect a valid date since the month position is greater than 12, so displays the original plain
text. If a date appears to be valid, for example 4/8/2019, Excel converts it to the local Windows system date
and time format. This could also cause AM or PM to be removed from time values.

To avoid these issues, you can import the .csv file as text, which will prevent Excel interpreting the data.

—_

In Excel, open a new worksheet.

On the Data ribbon, click From Text.

Locate the .csv file and click Import. The Text Import Wizard is displayed.

On the first page of the wizard, click Next.

On the second page of the wizard, in the delimiters area, clear Tab, select Comma and click Next.

On the third page of the wizard, in the Column data format area, select Text and click Finish.

N O oA NN

In the Import Data window, leave the location set to =$A%$1 and click OK.

4.9 Reports > Visitor History Report
eAdvance can generate a customized report showing all visits made by an individual visitor.

= You can create reports only for visitors to which you have access rights, as described in Section 4.8
Reports > Visitors Report.

Visitor allows you to type the name, or part of the name, of the visitor. When you press enter, a list of
matching names appears in the visitor list. You can also enter multiple search items separated by spaces. For
example, entering mit son will match anyone with “mit” or “son” in their name, such as Mitchell, Smith, Sonya
or Johnson.

Entries From selects the beginning of the reporting period.
Entries To selects the end of the reporting period.

Report Columns allows you to select which fields to include in the report. Ctri+click to add individual fields,
or Shift+click to select a block of fields.

1. Click Submit to create the report. The visitor’s records that match the specified criteria are listed.

2. Click Export Visible to write the currently displayed page of results, or Export All to write all results to
a .csv file, which can be opened in Microsoft Excel or other compatible application.

Note: If you have a very large number of visitors in the database, for example 1,000 or more, Google Chrome
may become slow to populate the visitors list. It is recommended to use an alternative browser which
does not exhibit this issue, such as Firefox or Internet Explorer.

Note: See additional notes in Section 4.8 Reports > Visitors Report.
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